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Brothers Igor Grushko and Denis 
Grushko were co-conspirators in a 
credit card fraud. To carry out the 
scheme and avoid detection, they 
purchased ordinary household items 
on Target.com with stolen credit card 
information; returned the items in 
exchange for Target gift cards; and 
ultimately redeemed the gift cards 
for high-value electronics. By the 
time they were indicted the brothers 
had acquired over $110,000 in fraud-
ulently merchandise. 
 After the indictment was 
returned, the court issued arrest war-
rants for the Grushkos. In prepara-
tion for the execution of the war-
rants, Agent Workman created an 
operational plan that included the 
targets’ biographical information, 
and their photographs. 
 At 5:30 a.m. on the day of 
the arrest, Workman met with the 
arrest team. Two agents were then 
sent to conduct “pre surveillance” at 
the Grushkos’ home to ensure that, if 
the Grushkos were to leave, the 
agents could follow and arrest them. 
Upon arrival, the agents reported that 
“two unknown males” were outside 
the residence smoking cigarettes. 
They could not positively identify 
either man. The arrest team headed 
over to the residence and, upon arri-
val, “confronted the two unknown 
males out front.” As the team ap-

proached the men, they announced, 
“Police. Police. Let me see your 
hands. Police. Get on the ground.” 
The team detained the men and 
“asked over and over again what 
their names were,” but the men re-
fused to comply and instead laughed 
and asked for a lawyer.  
 Although it turned out the 
men were, in fact, the Grushkos, 
Agent Workman later explained that 
he was not “a hundred percent cer-
tain” of their identities at the time 
because he had never seen either in 
person. The agents knocked on the 
padlocked front door of the residence 
and announced their presence. Agent 
Workman testified that the agents 
heard “voices and noise” coming 
from inside the house, but no one 
opened the door. Suspecting that the 
Grushkos or others were inside, the 
agents pried the door open to enter 
the home. Because the team had not 
located all the targets the agents con-
ducted a protective sweep. During 
the sweep, they discovered in plain 
view in a bedroom credit-card skim-
ming devices and other “access de-
vice-making equipment.” The agents 
secured the residence and later ob-
tained a search warrant based in part 
on the items observed in plain view 
during the protective sweep. During 
the search that followed, the agents 
seized a wide variety of evidence, 
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leading to additional charges in a 
nine-count superseding indictment. 
 On appeal, the Grushkos 
argued that the law enforcement 
agents violated their Fourth Amend-
ment rights by illegally entering their 
house after arresting them, rendering 
the subsequent search conducted 
after obtaining a search warrant  
illegal. On appeal, that claim was 
rejected. 
Issue: 
Did the law enforcement officers 
violate the Fourth Amendment by 
entering the Grushkos’ home after 
arresting the brothers outside? No. 
Arrest in Home: 
The Supreme Court has regularly 
emphasized, the “physical entry of 
the home is the chief evil against 
which the wording of the Fourth 
Amendment is directed.” The Court 
has long adhered to the view that the 
warrant procedure minimizes the 
danger of needless intrusions of that 
sort.  
 “To be arrested in the home 
involves not only the invasion at-
tendant to all arrests but also an inva-
sion of the sanctity of the home. This 
is simply too substantial an invasion 
to allow without a warrant, at least in 
the absence of exigent circumstanc-
es, even when it is accomplished 
under statutory authority and when 
probable cause is clearly present.” 
United States v. Reed, (2nd Cir. 
1978). 
 In a pair of decisions in the 
early 1980s, the Supreme Court pro-
vided the framework for when law 
enforcement may enter a home to 
arrest the target of an arrest warrant 
without first obtaining a search war-
rant. In Payton v. New York, (1980), 
the Court ruled that “an arrest war-
rant founded on probable cause im-

evidence to the contrary. “If officers 
have made such presumptions and 
have a reasonable belief that a sus-
pect is present somewhere on the 
premises, they may search the entire 
premises of a residence, until the 
suspect is found.” United States v. 
Williams, (11th Cir. 2017). Further, 
“if the initial entry into the suspect’s 
residence is lawful, the officers are 
permitted to seize any contraband in 
plain view within the residence.”  
Court’s Ruling: 
“Under the totality of circumstances 
presented, we cannot say that the 
[trial] court erred in denying the 
Grushkos’ motion to suppress the 
evidence seized from the house pur-
suant to a search warrant issued by a 
neutral magistrate. For starters, the 
record reflects that the agents had 
reason to believe that Igor was inside 
the Grushkos’ home and, therefore, 
that they were authorized to enter the 
home to execute his arrest warrant. 
As Agent Workman explained, on 
the morning of the arrest operation, 
he and his arrest team arrived at the 
suspects’ house to find two 
‘unknown males’ smoking cigarettes 
outside. After the team detained the 
unknown men, they repeatedly asked 
the men to identify themselves, but 
the men laughed and repeatedly re-
fused. The agents then entered the 
house to locate the suspects, and at 
that point, saw in plain sight the evi-
dence the Grushkos now seek to sup-
press. As it turned out, the two un-
known men outside were, in fact, the 
Grushkos, but Agent Workman did 
not immediately recognize them, in 
part because he had never seen them 
before in person and they had re-
fused to identify themselves.” 
  “None of Agent Workman’s 
testimony about being unable to 

plicitly carries with it the limited 
authority to enter a dwelling in which 
the suspect lives when there is reason 
to believe the suspect is within.” A 
year later, in Steagald v. United 
States, (1981), the Court held that 
absent exigent circumstances or con-
sent, officers could not search a third 
party’s home for the subject of an 
arrest warrant without first obtaining 
a search warrant.  
 “In a Payton analysis, this 
court recognizes a two-prong test: 
officers must have a reasonable be-
lief the arrestee 1. lived in the resi-
dence, and 2. is within the residence 
at the time of entry. To satisfy the 
first prong of the Payton test, the 
officers must reasonably believe 
[Defendant] lived in the residence at 
the time of entry. We recognize the 
officers’ belief need not prove true in 
fact; it is sufficient if the belief was 
objectively reasonable at the time of 
entry. In addition, [Defendant] need 
not actually live in the residence, so 
long as he ‘possesses common au-
thority over, or some other signifi-
cant relationship to, the residence 
entered by police.’ As we noted in [a 
prior case], ‘people do not live in 
individual, separate, hermetically 
sealed residences, but live with other 
people; they move from one resi-
dence to another.’ See, U.S. v. Gay, 
(10th Cir. 2001).” In other words, the 
officers need not be “absolutely cer-
tain” that a suspect is at home before 
entering to execute an arrest warrant. 
 When evaluating whether 
the officers’ beliefs are reasonable, 
courts are guided by “common sense 
factors.” The officers may draw rea-
sonable inferences and presumptions 
based on the time of day or observa-
tions at the scene, and these pre-
sumptions can be rebutted only by 
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identify Igor was inconsistent or in-
credible. Indeed, even though the 
agents had pictures of Igor to use as 
a reference, his hair had grown sig-
nificantly since those pictures were 
taken. As Agent Workman reported, 
at the time of the arrests, ‘the hair on 
Igor Grushko was a lot longer ... so 
at the time ... he was not readily rec-
ognizable based upon the photo-
graphs we had.’ Further, Workman 
explained that he gave the agents 
Igor’s driver’s license photo to iden-
tify him -- as he always does -- be-
cause ‘it is directly face on of a sus-
pect and you can see all the facial 
features.’ Agent Workman added 
that he had never seen Denis or Igor 
up close and in person. As for the 
claim that Workman should have 
used Target surveillance pictures of 
Igor to identify him, Igor had a beard 
in those photos, his hair was buzz 
cut, and he was wearing glasses, 
none of which was part of his look 
on the day of the arrest.” 
 “We are likewise unper-
suaded by the Grushkos’ claim that 
the search warrant was obtained us-
ing an intentionally or recklessly 
false statement. As we’ve detailed 
and as the [trial] court found, Work-
man credibly testified that he did not 
recognize Igor outside, and the 
Grushkos have not otherwise shown 
that the search warrant was based on 
‘a false statement knowingly and 
intentionally, or with reckless disre-
gard for the truth.’ The Grushkos 
also have failed to show that Agent 
Workman omitted any facts -- in-
cluding details about Workman’s 
investigation and the circumstances 
surrounding the Grushkos’ arrests -- 
that would have altered the court’s 
probable cause finding. Quite simp-
ly, there was no error in denying the 

to escape or destroy evidence.” 
Benefield v. State, (Fla. 1964).  
 This case does not involve a 
traditional protective sweep made 
contemporaneously with an arrest 
inside a home. Here the defendants 
were arrested outside the home 
(where they resided) and the sweep 
then followed. Thus, officers may 
conduct a sweep regardless of wheth-
er or not the arrest occurred inside or 
outside the home. However, a protec-
tive sweep may only be performed 
when officers “have a reasonable, 
articulable suspicion that the protec-
tive sweep is necessary due to a safe-
ty threat or the destruction of  
evidence.” 
 “As a final point, we note 
that the sweep lasted approximately 
one minute and was limited in scope. 
The brevity of the sweep is a point in 
favor of its justification. United 
States v. Hromada, (11th Cir. 1995) 
(‘There is no evidence that the offic-
ers opened drawers or that the sweep 
of the house was over-extensive. In 
fact, the sweep was short; it lasted 
only about a minute.’). Here, [Agent 
Workman] took less than a minute 
looking inside the [defendant’s] 
home. There is no evidence in the 
record that the officers searched  
areas other than where he might rea-
sonably find a person hiding. Thus, 
the sweep was proportionate and 
reasonable.” See, United States v.  
Yarbrough, (11th Cir. 2020). 

 
United	States	v.	Grushko	and	

Grushko 
U.S.	Court	of	Appeals	–	11th	Cir.	

(Sept.	23,	2022) 

motion to suppress. AFFIRMED.” 
Lessons Learned: 
The question that comes to mind is, 
“Did the defendants overreach by 
refusing to provide their identity 
while outside their home, thereby 
instigating the agents to enter the 
home to search for them?”  
 The U.S. Supreme Court 
authorized the police tactic of mak-
ing a protective sweep of the arrest 
premises for their protection in Mar-
yland v. Buie, (1990). The Court 
ruled, “As an incident to the arrest 
the officers could as a precautionary 
matter and without probable cause or 
reasonable suspicion, look in closets 
and other spaces immediately adjoin-
ing the place of arrest from which an 
attack could immediately be 
launched.” A more widespread 
sweep of the premises is authorized 
if the officers on the scene can artic-
ulate “facts, which taken together 
with the rational inferences from 
those facts, would warrant a reasona-
bly prudent officer in believing that 
the area to be swept harbors an indi-
vidual posing a danger to those on 
the arrest scene.” 
 A protective sweep of a 
home, incident to an arrest outside 
the home, cannot be justified routine-
ly. The arresting officer must have 
both: 1. a reasonable belief that third 
persons are inside, and 2. a reasona-
ble belief that the third persons were 
aware of the arrest outside the prem-
ises so that they might destroy evi-
dence, escape or jeopardize the safe-
ty of the officers or the public. Simi-
larly, “exigent circumstances exist 
where the occupants of a house are 
aware of the presence of someone 
outside, and are engaged in activities 
that justify the officers in the belief 
that the occupants are actually trying 
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Overall, incidents of gunfire on school grounds have been on the rise 
since 2013. Across the US, Georgia has the highest number of gunfire 
occurrences on school grounds in this  meframe, resul ng in 10 deaths 
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  Recent Case Law  

Compelled Blood 
Draw 
 

Evan Hamilton was drinking with 
friends while boating. On the way 
back to the ramp, Defendant’s opera-
tion of the boat caused everyone on 
the vessel to be thrown into the wa-
ter. The boat’s propellor then fatally 
struck one of the boat’s passengers 
and he died. 
  After Defendant came 
ashore at the public boat ramp, offic-
ers with FWC began an investiga-
tion. The officers developed probable 
cause to believe that Defendant had 
been impaired by alcohol while oper-
ating the boat and took a blood sam-
ple to determine his blood-alcohol 
content. According to Defendant’s 
father, who was there, officers ad-
vised Defendant that Florida law 
required officers to take his blood, 
and that “one way or the other we are 
going to take blood.” Defendant only 
consented to the blood draw after 
being told that the officers “will 
draw blood from you” and without 
being told that he could refuse their 
request and require them to get a 
search warrant. The blood sample 
confirmed that Defendant’s blood-
alcohol level exceeded 0.08, and 
Defendant was later arrested and 
charged with manslaughter by boat-
ing under the influence.  
 Defendant subsequently 
filed a motion to suppress the blood 
draw evidence. After the suppression 
hearing, the trial court suppressed the 
blood-alcohol evidence. On appeal, 
that ruling was affirmed. 

Issue: 
Was the warrantless blood draw in 
violation of Defendant’s constitu-
tional rights? Yes. 
Lawful Blood Draw: 
Section 316.1933(1)(a), F.S., pro-
vides in pertinent part: “If a law en-
forcement officer has probable cause 
to believe that a motor vehicle driven 
by ... a person under the influence of 
alcoholic beverages [or] any chemi-
cal substances ... has caused the 
death or serious bodily injury of a 
human being, a law enforcement 
officer shall require the person driv-
ing ... the motor vehicle to submit to 
a test of the person’s blood for the 
purpose of determining the alcoholic 
content thereof or the presence of 
chemical substances .... The law en-
forcement officer may use reasona-
ble force if necessary to require such 
person to submit to the administra-
tion of the blood test. The blood test 
shall be performed in a reasonable 
manner.”  
 The United States Supreme 
Court in Missouri v. McNeely, 
(S.Ct.2013), sets forth a clear rule: 
“In those drunk-driving investiga-
tions where police officers can rea-
sonably obtain a warrant before a 
blood sample can be drawn without 
significantly undermining the effica-
cy of the search, the Fourth Amend-
ment mandates that they do so.”  
 In State v. Liles, (5DCA 
2016), the State argued that despite 
the Supreme Court’s ruling in 
McNeely, section 316.1933(1)(a), 
F.S., is a general exception to the 
warrant requirement. The D.C.A. 

disagreed and noted that the Fourth 
Amendment protects against unrea-
sonable searches and seizures. A 
blood draw conducted at the direc-
tion of the police is a search and sei-
zure under the Fourth Amendment. 
See, Schmerber v. California, 
(S.Ct.1966). To comply with the 
Fourth Amendment, law enforce-
ment officers must obtain a warrant 
or consent for a blood draw, or there 
must be some other exception to the 
warrant requirement. When no war-
rant is obtained, “the State has the 
burden to prove that an exception to 
the warrant requirement applies.” To 
satisfy that burden, the State would 
be required to demonstrate either of 
two exceptions: consent or exigent 
circumstances. One such exception 
to the warrant requirement is “when 
the exigencies of the situation make 
the needs of law enforcement so 
compelling that a warrantless search 
is objectively reasonable under the 
Fourth Amendment.” Kentucky v. 
King, (S.Ct.2011). 
 As to the exigencies, the 
Supreme Court had this to say,  
“In short, while the natural dissipa-
tion of alcohol in the blood may sup-
port a finding of exigency in a spe-
cific case, as it did in Schmerber, it 
does not do so categorically. Wheth-
er a warrantless blood test of a drunk
-driving suspect is reasonable must 
be determined case by case based on 
the totality of the circumstances. 
 “But it does not follow that 
we should depart from careful case-
by-case assessment of exigency and 
adopt the categorical rule proposed 
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by the State and its amici. In those 
drunk-driving investigations where 
police officers can reasonably obtain 
a warrant before a blood sample can 
be drawn without significantly un-
dermining the efficacy of the search, 
the Fourth Amendment mandates 
that they do so.” See, McNeely. 
Court’s Ruling: 
“According to the United States Su-
preme Court, a blood draw is a 
search. Missouri v. McNeely, (2013). 
Individuals cannot be lawfully com-
pelled to submit to a blood draw by 
statute. Rather, law enforcement of-
ficers must obtain a search warrant 
before drawing blood, see chapter 
933, Florida Statutes, or gain the 
subject’s consent.” 
  “In this case, the parties 
dispute whether a proper consent to 
search was given by [Defendant]. 
Consent to search must be given vol-
untarily.  Ohio v. Robinette, 
(S.Ct.1996); see also, Montes-
Valeton v. State, (Fla. 2017) (‘The 
Fourth and Fourteenth Amendments 
require that a consent not be coerced, 
by explicit or implicit means, by 
implied threat or covert force.’ Con-
sent is not considered voluntary 
when statements or actions by law 
enforcement officers imply that an 
individual has no right or ability to 
refuse the request. See, Powell v. 
State, (1DCA 1976) (holding that 
suspect did not voluntarily consent to 
search of a trailer where officers told 
him that the law required a search). 
Ultimately, whether consent is vol-
untary is a question of fact deter-
mined from the totality of the cir-
cumstances, instead of from any par-
ticular factor.” 
 “In this case, the State’s 
burden was to show by a preponder-
ance of the evidence that 

breath tests on privacy is slight, and 
the need for BAC testing is great, the 
Fourth Amendment permits warrant-
less breath tests incident to arrests 
for drunk driving. Blood tests, how-
ever, are significantly more intrusive, 
and their reasonableness must be 
judged in light of the availability of 
the less invasive alternative of a 
breath test. Because breath tests are 
significantly less intrusive than blood 
tests and, in most cases, amply serve 
law enforcement interests, a breath 
test, but not a blood test, may be ad-
ministered as a search incident to a 
lawful arrest for drunk driving. No 
warrant is needed in this situation.” 
 “Motorists may not be crim-
inally punished for refusing to sub-
mit to a blood test based on legally 
implied consent to submit to them. It 
is one thing to approve implied-
consent laws that impose civil penal-
ties and evidentiary consequences on 
motorists who refuse to comply, but 
quite another for a State to insist 
upon an intrusive blood test and then 
to impose criminal penalties on re-
fusal to submit. There must be a limit 
to the consequences to which motor-
ists may be deemed to have consent-
ed by virtue of a decision to drive on 
public roads.” Birchfield v. North 
Dakota, (S.Ct.2016). 
  The Florida Supreme Court 
set forth the following non-
exhaustive list of factors for consid-
eration of whether consent was given 
voluntarily: 1. the time and place of 
the encounter; 2. the number of offic-
ers present; 3. the officers’ words 
and actions; 4. the age and maturity 
of the defendant; 5. the defendant’s 
prior contacts with the police; 6. 
whether the defendant executed a 
written consent form; 7. whether the 
defendant was informed that he or 

[Defendant’s] consent was voluntary. 
The trial court’s conclusion that 
[Defendant] did not voluntarily con-
sent, but only acquiesced to the offic-
ers’ apparent authority, can be rea-
sonably gleaned from the testimony 
of [Defendant’s] father. 
 “[Defendant’s] father testi-
fied that the officers, citing Florida 
law, directed [Defendant] to provide 
blood without offering any option to 
refuse their demand. The officers 
deny this claim. But with conflicting 
evidence, the trial court’s fact-
finding role and discretion allowed it 
to decide which story to believe. … 
And because the court could reasona-
bly find [Defendant’s] evidence that 
he did not voluntarily consent to the 
blood draw more believable, the 
State has not demonstrated reversible 
error.” 
Lessons Learned: 
“Breath tests do not implicate signifi-
cant privacy concerns. The physical 
intrusion is almost negligible. The 
tests do not require piercing the skin 
and entail a minimum of inconven-
ience. Requiring an arrestee to insert 
the machine’s mouthpiece into his or 
her mouth and to exhale deep lung 
air is no more intrusive than collect-
ing a DNA sample by rubbing a 
swab on the inside of a person’s 
cheek. The same cannot be said 
about blood tests. They require pierc-
ing the skin and extract a part of the 
subject’s body, and thus are signifi-
cantly more intrusive than blowing 
into a tube. A blood test also gives 
law enforcement a sample that can 
be preserved and from which it is 
possible to extract information be-
yond a simple BAC reading. That 
prospect could cause anxiety for the 
person tested.” 
 “Because the impact of 
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she could refuse to give consent; and 
8. the length of time the defendant 
was interrogated before consent was 
given. See, Montes-Valeton v. State, 
(Fla.2017). 

State	v.	Hamilton 
1st	D.C.A.	 

(Nov.	16,	2022) 
 
Exigent Cell-Phone 
Seizure 
 

Detective worked as a cyber-crimes 
detective for the past five years and 
was a qualified expert. She received 
a cyber-tip report regarding a person 
named Jeff Darter, who had upload-
ed one image of child pornography. 
Detective reviewed the uploaded 
image and confirmed the image con-
stituted child pornography. Detective 
subpoenaed Comcast for the IP ad-
dress’ subscriber information. The 
subscriber was identified as Jeffrey 
Darter. 
 Detective went to Darter’s 
place of employment. Without dis-
closing any details about their inves-
tigation, the detectives told the de-
fendant’s supervisor that they needed 
to speak to the defendant about an 
investigation. A fourteen-minute 
interview then occurred. Detective 
testified that the defendant’s de-
meanor during the interview was 
“oddly calm.” The two detectives 
then left the defendant’s office.  
 Detective then got Darter’s 
supervisor’s permission to examine 
his office computer. Defendant was 
asked to leave his office, and he 
moved to the break room. While the 
defendant was in the break room, 
Detective noticed “he was shaking. 
He was frantically swiping and 
pressing on his cell phone’s screen.” 
His demeanor “was the exact oppo-
site [from the interview]. ... He was 

applicable warrant exception, such as 
exigent circumstances. See, e.g., 
Kentucky v. King, (S.Ct.2011).” 
Thus, absent either a warrant or 
probable cause plus an exception, 
police may not seize private  
property. 
 The test of whether exigent 
circumstances exist is an objective 
one. As the United States Supreme 
Court stated in United States v. 
Banks, (2003), “We have treated 
reasonableness as a function of the 
facts of cases so various that no tem-
plate is likely to produce sounder 
results than examining the totality of 
circumstances in a given case; it is 
too hard to invent categories without 
giving short shrift to details that turn 
out to be important in a given  
instance, and without inflating  
marginal ones.”  
 One type of exigent circum-
stance is the imminent destruction of 
evidence, “The government must 
show more than a subjective fear of 
imminent destruction of evidence; 
the fear must be objectively reasona-
ble. In determining whether the 
agents reasonably feared imminent 
destruction of the evidence, the ap-
propriate inquiry is whether the facts, 
as they appeared at the moment of 
entry, would lead a reasonable, expe-
rienced agent to believe that evi-
dence might be destroyed before a 
warrant could be secured. In other 
words, ‘were the police unreasonable 
in not getting a warrant in the cir-
cumstances that confronted them?’ ” 
Gilbert v. State, (4DCA 2001). 
 Application of the exigent 
circumstance exception is 
“particularly compelling” in cases 
involving electronic files, which can 
easily and quickly be destroyed. See, 
United States v. Bradley, (6Cir.2012) 

swiping, deleting, extremely nerv-
ous. It wasn’t a normal appearance.” 
Detective could not tell exactly what 
Defendant was doing with his phone, 
but she suspected that “he was delet-
ing evidence.” Based on Detective’s 
suspicions, she and the second detec-
tive approached the defendant in the 
break room and asked (or told) him 
to turn over his cell phone. The de-
fendant said “no,” at which point 
Detective “grabbed the cell phone 
out of his hand.” Defendant resisted. 
Detective ultimately seized the 
phone and arrested the defendant for 
two counts of battery on a law en-
forcement officer. 
 Detective’s search warrant 
application was approved. The de-
fendant’s cell phone contained 174 
child pornography files. 
 Defendant filed a motion to 
suppress alleging, “The seizure of 
the defendant’s cell phone was un-
lawful, and any evidence obtained as 
a result of the seizure must therefore 
be suppressed. The warrant obtained 
subsequent to the unlawful seizure 
did not cure the unlawful conduct.” 
The trial court granted the motion. 
On appeal, the 4th D.C.A. reversed 
that ruling. 
Issue: 
Was the seizure of the defendant’s 
cell phone, without a warrant, lawful 
pursuant to the exigency exception 
that required immediate police  
action? Yes. 
Exigent Circumstances: 
The Eleventh Circuit stated in U.S. v. 
Babcock, (11Cir. 2019), “The Su-
preme Court has interpreted the 
Fourth Amendment to allow a war-
rantless seizure when police can 
show both 1. probable cause to be-
lieve that property contains contra-
band or evidence of a crime and 2. an 
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they needed to look at his work com-
puter, he initially refused to get up 
from his desk. The defendant’s su-
pervisor had to demand him to get up 
from his desk. Then, in less than ten 
minutes, while the defendant was in 
the break room, the lead detective 
eventually noticed ‘he was shaking. 
He was frantically swiping and 
pressing on his cell phone’s screen.’ 
His demeanor ‘was the exact oppo-
site [from the interview]. ... He was 
swiping, deleting, extremely nerv-
ous. It wasn’t a normal appearance.’ 
Although the lead detective could  
not tell exactly what the defendant 
was doing with his cell phone, she 
suspected that ‘he was deleting  
evidence.’ ” 
 “Applying the United States 
Supreme Court’s standard of review 
stated in Texas v. Brown, we con-
clude the combination of facts avail-
able to the lead detective before, 
during, and after the interview would 
‘warrant a [person] of reasonable 
caution in the belief,’ that the de-
fendant’s cell phone contained evi-
dence of child pornography images. 
While we cannot say that such a be-
lief would have been ‘correct or 
more likely true than false,’ we can 
apply our common sense to say that 
the information which the lead detec-
tive had gathered and observed rea-
sonably would have provided her 
with a ‘practical, non-technical prob-
ability’ that incriminating evidence 
would be found on the defendant’s 
cell phone.” 
 “Applying the above stand-
ards to the instant case, we conclude 
the facts would have led a reasona-
ble, experienced agent—here, the 
lead detective—to believe that the 
defendant might be destroying in-
criminating evidence on his cell 

phone before a search warrant could 
be secured. After the defendant had 
been 1. confronted by the detectives 
with the evidence against him, 2. 
warned ‘that’s something we are 
going to have to talk with [your wife] 
about’ and ‘you are on our radar,’ 
and 3. ordered from his desk while 
the detectives searched his work 
computer, the defendant went into a 
nearby break room, where the lead 
detective saw him shaking,’ 
‘frantically swiping and pressing on 
[his cell phone’s] screen,’ exhibiting 
demeanor which ‘was the exact op-
posite [from the interview],’ and 
‘swiping, deleting, extremely nerv-
ous,’ in what ‘wasn’t a normal ap-
pearance.’ Faced with those circum-
stances, the lead detective was not 
unreasonable in seizing the defend-
ant’s cell phone until she could se-
cure a search warrant for the cell 
phone.” 
 “In sum, we conclude the 
lead detective lawfully seized the 
defendant’s cell phone without a 
warrant, based upon probable cause 
and exigent circumstances. We, 
therefore, reverse the circuit court’s 
order granting the defendant’s mo-
tion to suppress.” 
Lessons Learned: 
The 4th D.C.A. explained its ruling as 
such: “The circuit court’s error in 
finding a lack of probable cause ap-
pears to have occurred when its rea-
soning deviated from the Supreme 
Court’s articulated standard of re-
view. Rather than focusing on the 
probability of the lead detective’s 
belief that the defendant was franti-
cally deleting evidence from his cell 
phone, the circuit court inadvertently 
focused on the lead detective’s ina-
bility to prove the certainty of her 
belief. As the circuit court reasoned, 

(“Courts have doubted the wisdom of 
leaving the owner of an easily-
destructible electronic device con-
taining incriminating material in pos-
session of that electronic device once 
the owner is aware that law enforce- 
ment agents are seeking a search 
warrant.”). 
Court’s Ruling: 
As regards the probable cause issue 
the 4th D.C.A. stated, “Applying that 
standard of review, we conclude the 
lead detective—based upon the com-
bination of her pre-interview investi-
gation, the defendant’s responses 
during the interview, and the defend-
ant’s post-interview behavior in the 
break room—had probable cause to 
believe that the defendant’s cell 
phone contained child pornography 
images.” 
 “Indeed, before the inter-
view, the lead detective had the fol-
lowing information: The Department 
of Homeland Security had received a 
cyber-tip report regarding a person 
named Jeff Darter, who had upload-
ed one image of child pornography 
in the KIK chatting application. 
Based on the lead detective’s review 
of the uploaded image from the KIK 
account, the image constituted child 
pornography.” 
 “During the interview, the 
lead detective confirmed that the 
defendant had maintained a Comcast 
account.” The court noted the de-
fendant’s evolving and evasive an-
swers about whether he had ever 
seen child pornography. 
 “After the interview—which 
the detectives concluded by telling 
the defendant that they were going to 
speak with his wife—his ‘oddly 
calm’ behavior rapidly changed: 
When the detectives returned to the 
defendant’s office and told him that 
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they may be able to rely on exigent 
circumstances to search the phone 
immediately.”  

State	v.	Darter 
4th	D.C.A.	 

(Nov.	2,	2022) 
 
 

Oral Intercept 
 

Aaron Reed was convicted of the 
death of a man shot while Defendant 
was standing within a couple of feet 
of him. Defendant fled, but a few 
days later police arrested him on an 
unrelated charge. During the subse-
quent police interview, he admitted 
standing with the victim and others 
when fired shots killed the victim. 
Defendant  stated he didn’t know 
where the shots came from. The de-
fendant fled after the shots and pro-
vided the route he took to leave the 
scene. 
 During this police inter-
view, Defendant began acting oddly 
and asked to be taken to the hospital. 
Police remained with him at the hos-
pital. He was restrained when he 
became disorderly in the emergency 
room. In a effort to de-escalate the 
situation the officers stepped out of 
the room to “give the defendant an 
idea of privacy” in hopes of calming 
him down. However, one of the of-
ficers left a body camera in the room 
because of the threat of Defendant 
assaulting hospital staff. This camera 
subsequently recorded Defendant 
threatening to spit on a nurse. When 
the nurse responded that Defendant 
would be committing a crime by 
spitting on him, Defendant yelled 
that he did not care because he had 
already committed murder. 
 The medical examination of 
the victim later indicated that one of 
the gunshots striking him came from 
very close range, within two feet. 

Additionally, an eyewitness placed 
Defendant next to the victim when 
the victim was shot. Police later 
found the murder weapon on the 
very path that Defendant identified 
as the route he took after fleeing the 
shooting. 
 Defendant filed a motion to 
suppress the video recording made 
while in police custody in the hospi-
tal emergency room. He argued that 
this recording was illegal under  
§ 943.03, F.S., which makes it illegal 
to intentionally intercept oral com-
munications. The trial court denied 
the motion. On appeal, that ruling 
was affirmed. 
Issue: 
Did Defendant have a reasonable 
expectation of privacy in his hospital 
comments? No. 
Oral Intercept: 
Section 934.03(1), F.S., generally 
prohibits the intentional interception 
and disclosure of wire, oral, or elec-
tronic communications. However, 
subsection 934.03(2) provides sever-
al exceptions to the general prohibi-
tion, including: “It is lawful ... for an 
investigative or law enforcement 
officer or a person acting under the 
direction of an investigative or law 
enforcement officer to intercept a 
wire, oral, or electronic communica-
tion when such person is a party to 
the communication or one of the 
parties to the communication has 
given prior consent to such intercep-
tion and the purpose of such inter-
ception is to obtain evidence of a 
criminal act.” 
 “The statute protects only 
those ‘oral communications’ uttered 
by a person exhibiting an expectation 
of privacy under circumstances rea-
sonably justifying such an expecta-
tion.” State v. Inciarrano, (Fla.1985). 

‘There are a lot of reasons why 
somebody could be using their 
phone. [The lead detective] can’t say 
what [the defendant] was doing. She 
can’t say he was deleting anything.’ 
The circuit court’s focus on certainty 
rather than probability ran counter to 
the Supreme Court’s process for de-
termining probable cause, especially 
given the lead detective’s specialized 
training and experience in cyberpor-
nography crimes against children. 
(‘The process does not deal with 
hard certainties, but with probabili-
ties ... as understood by those versed 
in the field of law enforcement.’).” 
 Here, the detective in es-
sence argued that “the volatile nature 
of call logs and other cell phone in-
formation with the passing of time” 
presented an exigent circumstance. 
However, while not an issue in the 
present case, the Supreme Court’s 
decision in Riley v. California, 
(2014), forecloses cell phone search-
es incident to arrest. In Riley, the 
Court determined that “once law 
enforcement officers have secured a 
cell phone, there is no longer any 
risk that the arrestee himself will be 
able to delete incriminating data 
from the phone.” And although 
“information on a cell phone may 
nevertheless be vulnerable to ... re-
mote wiping,” there is “little reason 
to believe that [this] problem is prev-
alent.” And, “as to remote wiping, 
law enforcement is not without spe-
cific means to address the threat. 
Remote wiping can be fully prevent-
ed by disconnecting the phone from 
the network.” When “the police are 
truly confronted with a ‘now or 
never’ situation—for example, cir-
cumstances suggesting that a defend-
ant’s phone will be the target of an 
imminent remote-wipe attempt—
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expectation of privacy in his state-
ments. ... In this case, [Defendant] 
made the damaging admission about 
committing a murder while in police 
custody at the hospital. Persons gen-
erally lack a reasonable expectation 
of privacy when in police custody. 
See Davis v. State, (Fla. 2013). And 
‘the objective reasonableness of an 
expectation of privacy in a hospital 
setting turns on the particular cir-
cumstances of each case.’ State v. 
Butler, (1DCA 2008). What particu-
larly dooms [Defendant’s] argument 
here is that he loudly communicated 
his incriminating statement to the 
hospital nurse (after being warned 
against spitting on the nurse). 
[Defendant’s] proclamation could be 
easily heard outside the open glass 
door of his hospital room, including 
by a police officer. And so, the cir-
cumstances show that [Defendant] 
could have no reasonable expectation 
of privacy in this statement. We see 
no merit in these arguments and  
affirm.” 
Lessons Learned: 
The Fourth Amendment protects 
people, not places, and, more partic-

ularly, it protects people from unrea-
sonable government intrusion into 
their legitimate expectations of  
privacy.  
 “It appears to be the general 
rule that a prisoner in jail has no rea-
sonable expectation of privacy and 
that the custodians of such a deten-
tion center have the right to exercise 
constant surveillance of inmates, 
including eavesdropping on their 
conversations. This rule has been 
held to include electronic surveil-
lance while a person is under deten-
tion in a police building and not yet 
formally imprisoned.” Brown v. 
State, (4DCA 1977). 
 Thus, under constitutional 
law, the defendant has no expecta-
tion of privacy when in police custo-
dy, whether in the back seat of a pa-
trol car, or an interview room in the 
police department. And it is obvious 
from the above discussion that law 
enforcement is not obliged to protect 
the defendant from himself and bad 
decisions. 

Reed	v.	State 
1st	D.C.A.	 

(Nov.	16,	2022) 

See also, § 934.02(2), defining “oral 
communication” as “any oral com-
munication uttered by a person ex-
hibiting an expectation that such 
communication is not subject to in-
terception under circumstances justi-
fying such expectation.” According-
ly, to support the suppression of a 
communication under the wiretap 
law, the person who made the state-
ment must show more than a subjec-
tive expectation of privacy. They 
must show that they have a reasona-
ble expectation of privacy under the 
circumstances, which “depends on 
one’s actual subjective expectation 
of privacy as well as whether society 
is prepared to recognize that expecta-
tion as reasonable.” To exclude the 
statements at issue here, Reed need-
ed to show that he had a subjective 
expectation of privacy in his state-
ments and that his expectation is one 
society would accept as reasonable. 
See, Smiley v. State, (1DCA 2019). 
Court’s Ruling: 
“The communication-privacy law 
[Defendant] relied upon protects 
privately made statements only inso-
far as the speaker has a reasonable 

     Wishing you  


